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Major UAE Government Agencies’ Kas**** Accounts for Sale on Dark Web

e OnJanuary 1, a post was published on the Dark Web forum BreachForums,
offering account access linked to Russian cybersecurity company
Kas****** products, used by the IT departments of major UAE government o e R
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« The threat actor 'Corps' claimed that access to these accounts grants full C o AXARVIST T
administrative control, including the ability to monitor, modify, or disable i?@i i AXAFZ

security protocols. Access to the IT departments' email accounts was also
for sale, with both offered for USD 10,000.

Price:

« According to S2W XARVIS's profiling tool 'Dark Spider', the 'Corps' has
conducted cyberattacks targeting financial institutions and private
companies in the oil and gas sectors across countries such as Israel, Saudi
Arabia, and Morocco.

RMA Data of Taiwanese Hardware Firm with Sensitive Customer Details Sold on Dark Web

* OnJanuary 1, the data related to Return Merchandise Authorization (RMA)
services of M** a global computer manufacturer based in Taiwan, was
posted on BreachForums.
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» The threat actor, identified as ‘fastcatlarry,’ disclosed that the data includes
560,000 RMA service requests from the past 10 years, and 30,000
customers records with personal details such as names, addresses,
countries, phone numbers, and email addresses.

* The threat actor ‘fastcatlarry’ claimed that the stolen information was
retrieved from a website operated by M** and S2W's review showed that
the site is currently inaccessible.

Access to Singaporean SaaS Company Sold by Professional 'Initial Access Broker

« Access to the internal systems of a Singaporean SaaS (Software as a L-/XsSis  m> wewems - ma
Service) company was found being sold on the Russian Dark Web Eﬁi‘lif‘?il?f?jir??a??f?
forum XSS for USD 1,500 o *

mpany in Singapore

« Accoridng to the threat actor 'netcut,’ the victim’s headquarters is a SaaS
specialized firm based in Singapore, with five offices worldwide and a -y .
revenue Of USD 1.9 m“ion. netcut IIGMN [Selling] Top 10 SaaS company in Singapore
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Dec 10, 2024 [Selling] US Saa$S based employee engagement and rewards

« S2W Dark Web monitoring solution has identified the threat actor 'netcut’ as Y XARVIS
a professional 'Initial Access Broker’ who has been selling access to internal " GITHUAXAR
systems of five companies since joining the XSS hacking forum in December A ——

2024.

[Selling] US Fintech company access

COPYRIGHT © 2025 S2W Inc. All rights reserved



