Incident Report

Incident Date: December 17, 2024 Incident Time: 8:22 AM (GMT+9)

The following threat has been identified on a Deep/Dark web forum.

The Incident

C***g Partial Breach

Hello BreachForums Community

Today, | have shares the C***o partial Breach for you to download. Thanks for reading and enjoy!in
October 2024, C***o accidentally left open their DevHub instance, which allowed @zjj, IntelBroker
and EnergyWeaponUser to download the entire 4.5TB contents of their system.

This download only contains the following:

C***0 C9800 SW-iosxe-wlc.16.11.01

C***0 10S XE & XR

C***o ISE

C***o SASE

C***o0 Umbrella

C***0 Webex

Total file size is 2.9GB

Hopefully this proves the legitimacy of the breach to others wanting to buy the full version.

Tree file!

Download!
Location Deep/Dark web forum (breachforums.st)
Username IntelBroker
URL https://breachforums.st/
Date/Time December 17, 2024 8:22 AM (GMT+9)

User profile of IntelBroker

The user IntelBroker has been active on breachforums.st from Jun 17, 2023 to Jan 1, 2025 (565
days).

Date/Time Location Activity XARVIS

2025.01.01 Breachforums South Korean Ministry of Environment Link

https://demo .xarvis.io/viewer/incident-report/forum/cb9d0bb87fc496d6¢7237f07da758096b757032d 1db6a5d61471e70c649c0448
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25.1.2. 2% 3:36 S2 XARVIS

Date/Time ‘ Location ‘ Activity ‘ XARVIS
2025.01.01 Breachforums South Korean Ministry of Environment Link
2025.01.01 Breachforums Happy New Year Link
202412.26 Breachforums Cisco Partial Breach v2 Link
202412.22 Breachforums Bixpensary.io Database - Leaked, Download! Link

This user may be working on other locations as the following:

Date/Time Location Activity XARVIS

c
>

Breached American Express partial Database in

In total of 10 items that he/she has published, this user has frequently mentioned USA, Government.

Countries USA, Korea, Serbia, Japan, India

Industries Government, Finance, Logistics, Telecommunications, Retail
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