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A well-known telecom company's reseller internal data sales detected in the US.
Concerns arise over SIM card fraud and smartphone data theft

« On April 7th, a post selling internal data of a US telecom
company's SIM card reseller was detected on the Dark Web el o
Russian hacking forum Exploit.in.

* According to the seller, the leaked data could be used to activate
assignhed SIM cards, steal balances, and potentially engage in
identity theft, call interception, and message interception.

* The seller provided a sample of the leaked data, showcasing the
reseller company's panel interface, with a sale price of
approximately 6 million Korean Won.

Internal data from the Saudi Ministry of Health up for sale, including detailed
personal information of Saudi patients, totaling 76GB

« On April 10th, user verifiedBpp, active on the well-known hacking
forum BreachForums on the Dark Web, posted about selling
internal data from the Saudi Ministry of Health.

* According to the seller, the leaked internal data contains detailed
personal information of Saudi patients, including names,
identification numbers, contacts, and medical records. To prove
this, they posted personal information of over 100 individuals.

* The leaked data reportedly amounts to 100GB, with 24GB
already sold, leaving the remaining data for sale.

Malaysia's Industrial Bank suffers data leakage from a ransomware attack, with
hackers demanding 800 million KRW in ransom

 Malaysian Industrial Development Finance (MIDF) was hit by a
ransomware attack, leading to data exposure.

Malaysian Industria

* On April 10th, the ransomware group Rhysida disclosed some of
MIDF's internal data on their Dark Web platform.

 This includes documents and identification materials suspected
to be from the bank. Rhysida has given MIDF four days to
negotiate, demanding 8 bitcoins, approximately 800 million KRW
at current rates.
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About S2W
= S2W is a big data intelligence company specialized in =  S2W offers a threat intelligence solution
analyzing hidden channels and cryptocurrencies. S2-XARVIS,
= Detection of brand abuse site, phishing site, real-
time threat monitoring solution QUAXAR,
=  S2W captures massive amount = Cryptocurrency anti-money laundering solution S2-
of data from various channels and conducts analysis EYEZ,

with the unique Al based multi-domain analytics engine. o _
= Digital fraud detection system S2-TRUZ.

Contact For any queries, please contact support@s2w.inc  / www.s2w.inc
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